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The Honorable George Bush '
President of the Senate ' ’
Washington, DC 20510

Dear Mr. President}

Pursuant to the Privacy Act of 1974, Pubiic Law 93-579,

43-041/7 |

transmitted herewith is a report of a proposed revision of the .

statement of general routine uses for all CIA records systems.,

The appropriate notice of the proposed revision has been

sent to the Federal Register for promulgation and_public comment.

Stnrersalw

HarT, k. Fltzgater
ﬁgggty Director

for - .
Adminstration

Enclosure
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The Honorable Thomas P. O'Nelll, Jr.
Speaker of the House of Representauives
Washington, DC 20515

Dear Mr. Speaker:

Pursuant to the Privacy Act of 1974, Public Law 93-579,
transmitted herewith 1s a report of a proposed revision of the
statement of general routine uses for all CIA records systems.

The appropriate nbtice of the proposed revision has beén
sent to the Federal Register for promulgation and public comment.

Qivinnmasy

‘STAT

Harry E. FilgzWater

55eputy Director
for o
Administration

Enclosure
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MEMORANDUM FOR: Director, Office of Management and Budget
ATTENTION:" Offlce of Inrormation and Regulatory Affairs

SUBJECT: - PrOposed Revision of the Statement of General
» ' Routline Uses for CIA Records Systems

1. Pursuant to the Privacy Act of 197M ‘Public Law 93—579,
transmitted herewith is a report of =2 proposed revision of the
statement of general routine usés for the CIA records systems.

2. For any.questions or additional information that may be . ‘
needed, please contact Information and Privacy STAT
Coordinator, telephone :

. 3;. This. report has-also been transmitted to the President
of the Senate and the Speaker of the House of Representatives.

4. The appropriate notice of the proposed revislon has been
sent to the Federal Register for promulgatlon and public coament.
' STAT

n%ny e PFLGBGZVWALET
"Deputy Director
for
Administration

Attachment; .
Proposed Amendment Report w/attachment
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REPORT OF THE PROPOSED REVISION
OF THE STATEMENT OF GENERAL
ROUTINE USES FOR ALL CIA.
RECORDS SYSTEMS SUBJECT TO
THE PRIVACY ACT '

~ In sccordance with OMB Circular No. A-108, Transmlttal
Memorandum No. 1, 30 September 1975, and Transmlttael Memorandum
No. 3, 17 May 1976, the Central Intelllgence Agency 1s proposing
a revision of the statement of general routine uses for all CIA .
records systems. The revision will add one new routine use
astatement and will clarify four of the original six routlne uses
through appropriate technical and legal word changes. The last

- two routine uses originally promulgated remain unchanged.

. °Purpose: The proposed addition of one new routine
use and the revision, through language changes, of four
“of the original six routine uses are intended to clarify
and to bring a measure of refinement to the general
routine uses in order to enable the CIA more effectively
to carry out 1ts responsibillities under appllcable.
Federal law. , L ,

el

°Supporting Data: . Notice'of'proposéd amendment to
the general routine uses statement is attached.’
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(6310-02)
CENTRAL INTELLIGENCE AGENCY
Privacy Act of 197&

AGENCY: Central Intelligence Agency

ACTION: Proposed Amendment of the Statement of General:
-~ Routine Uses of the Systems of Records.

SUMMARY: This proposed amendment adds one new generzal

- routine use and revises four of the -exlsting six gene"al
routine uses and is appllicable to all of the CIA systems of
records (last published in full text in the Federal
Register, Vol. 42, No. 184, p. 48050). With the exception
of the proposed general routine use number 1, the amendment
makes technlcal revisions in four of the renaining six

uses. - Proposed general routine use number 1 is intended to

enable the CIA to fulfill its lawful functions pursuant to
applicable law in a more effective manner.

DATES: Written comments should be submitted at the
earliest possible date, but no later than (insert date 30
days after publication in the Federal Register) in . order to
~enable the Agency to have an opportunity to review thenm,
The routine uses will become effective (insert date 60 days

- after publication in the Federal Reglster) unless the Agency -

. publishes a notice to the contrary.
ADDRESS: Send written comments to:
Chief; Information and Privacy Divislon
Central Intelllgence Agency
' Washington DC 20505.

FOR FURTHER INFORMATION CONTACT:

SUPPLEMENTARY INFORMATION: The addition of the first

- STAT

proposed general routine use 1s intended to state an obvious

proposition: that records contained in systems of records
maintalned by the CIA to enable it to carry out its

responsibllities under the Natlonal Security Act of 1947, as
amended, and the Central Intelligence Agency Act of 1949, as

~~amended, and other federal statutes, Executlve orders,
national security directives, or regulatioris or procedures

promulgated pursuant thereto, will be disclosed as a routine

use whenever such disclosure 1s necessary or ‘appropriate to
enable .the CIA to fulfill 1ts lawful ‘functions. - Nothing in
the Privacy Act or its legislative history indicates that
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Congress intended the routine use provislons of the Act to
interfere with, or otherwise constitute a barrier to, the
"ability of Federal agencies to carry out thelr lawful
functions. -

The addition of the phrase "or relates to" to the
second general routine use (formerly number 1) is made to
clarify an ambiguity. Where a record containing information:
that indicates a violation or potential violation of law 1s
disclosed to the appropriate agency, it may be necessary or
appropriate to disclose other related records to the
appropriate agency to enable it to understand, interpret or
otherwise. act upon the information that 1lndicates a
violation or potential violation of law. Addition of the
phrase "or charged with the responsibility to take .
'~ approprilate -administrative action" to the second general
routine use 1s made to clarify the types of entlties to
which disclosures will be made concerning actual or
potential violations of law. Substitution of the word

"disclosed". for the word "referred" is an amendment of a
nonsubstantive nature and requires no explanation. ’

‘Substitution of the phrase "performance of the Agency's
acquisition functions” for the phrase "letting of a
contract" in the third general routine use (formerly number
2) is an amendment of a nonsubstantive nature and requlires
" no explanation,

The amendment made to the fourth general routline use
(formerly number 3) is intended to bring this general
routine use statement into conformity with the language of
the third general routine use (formerly number 2) in order
to provide for a more uniform standard for disclosure.
Substitution of the phrase "entity" for "agency" 1s a
technical amendment of a nonsubstantive nature and requires
no explanation. _ , E

The addition of the phrase "or speclal access"™ to the
third and fourth general routine uses (formerly number 2 and
3, respectively) 1s made to distingulsh the types of '
securlty approvals granted by the Agency. A securlty
clearance represents formal determination that an individual -
is authorized access, on a "need-to-know" basls, to a :
specific level of classified information. A speclal access
is required for access to certaln types of classified
information irrespective of its level of classification.
‘Accordingly, addition of the phrase "or speclal access" 1s
an amendment of a nonsubstantive nature. ‘

, The amendment made to the fifth general use (formerly
number 4) 1s a technical amendment. To.the extent that
records may be.dlsclosed in the course of presenting

P A
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evidence in a legal proceeding, such disclosures are, of
course, made pursuant to statutes or regulations govarning
the conduct of such proceedings. Furthermore, because
parties in legal proceedings are not always represented by
legal counsel, it may be necessary to make disclosures to
the parties themselves or to their non-attorney
representatives or agents. Accordingly, this proposed
arendment is Intended to explicltly recognize that CIA
records will be disclosed, as & routine use, to appropriate
partlies when necessary or appropriate to Agency
participation 1n’1egal proceedings.

The sixth and seventh general uses (formerly nuzbers 5.
and 6) remain unchanged. : o

For the reasons set out in the preamble and pursuant to
Privacy Act of 1974 (5 U.S.C. 552a), thls Agency proposes to
amend the statement of general routlne uses as stated below:

The following routine uses.apply to, and are
incorporated by reference 1nto, each system of recores"
maintained by the CIA: :

1. A record from thils system of records may be
disclosed, as a routine use, to a federal, state or local
'agency,‘other approprlate ent;tﬂes or individuals, or,
through established 1laison channels, selected foresan
goverments whenever such dlsclosure 1s necessary or
appropriate to enable the Central Intelligence Agency to
carry out 1ts responsiblilities under any federal statute,
‘Executlve order, national securlty directive, or any
regulations or procedures pronalgated pursuant thereto.

2e <In,the event that a system of records maintained by
the Central Intelligence Agency to carry out its functions
indicates, or relates to, a violation or potential violation
of law, whether civil, criminal or regulatory in nature, and
vhether arlsing by general statute or particular program’
pursuant thereto, the relevant records 1in the systeﬂ of
records may be disclosed, as a routine use, to the
appropriate agency, whether federal, state local or
foreign, charged with the responsibility of investigzting or
prosecuting such violation, or charged with the
responsibllity to take appropriate administrative action, or -
charged with enforcing or implementing the statute, or rule,
regulation or order 1ssued pursuant thereto. ; '

~ B A record from this system of records may be
disclosed, as a:routine use, to a federal, state or, ‘ocal
agency naintalning civil, criminal or other. relevan, N
enforcement information or other pertinent:informat;on;-such

-3- . A
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as current licenses, if necessary to obtein informatlon
relevant to a Central Intelligence Agency declsion o
concerning the hiring or retentlon of an employee, the
issuance of a security clearance or speclal access, or the
performance of the Agency's acqulsition functions.

4. A record from this system of records may be

disclosed, as a routine use, to a federal, state, or local

agency, or other dppropriate entlties or individuals, in « -
connection with the hiring or retention of an employee, the
issuance of a securlty clearance or speclal access, the N

reporting of an lnvestigation of an employee, the letting of.

a contract, or the issuance of a license, grant or other
benefit, to the extent that the information is relevant and
necessary to the entity's decision on the matter. _

5. A record from this system of records may be

‘@isclosed, as a routine use, in the course of presentlhg~ '
evidence to a court, magistrate or administrative tribunal,

including disclosures to opposing parties or thelr counsel
or other representatives in the course of settlement _
negotlations, and disclosures made pursuant to statutes or
regulations governing the conduct of such proceedlings..

6. A record from this system of records may be
disclosed to the Office of Management and Budget in

connection with the review of private relief leglslation, as

set forth in OMB Circular No. A-19, at any stege of the
legislative coordination and clearance proceSS &as set forth
in that Circular. : . :

7. A record from a system of records may be disclosed,
as a routine use, to NARS (GSA) in records management
inspections conducted under the authority of 4k U.S.C.
§§2904 and 2906. : :

_H%&fy E. FltZwater
eputy Director

... for :
Administratio
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